
Dell issued Bastille with the following statement regarding the MouseJack advisories (Tracking 
#1, 2, 3, 7) that pertain to its vulnerable products:

“Dell has been working with Bastille Research on their latest findings regarding the 

vulnerabilities identified in Wireless Keyboard Mouse bundle KM632 & KM714. Customer 
security is a top concern and priority for Dell and we will work with our customers directly to 

resolve potential vulnerabilities like this. If you are using the affected models, or question 
whether you are using an affected model, Dell recommends that you reach out to our Technical 

support contacts specific to your country as listed here. Dell Technical Support will assist the 
customer in addressing the vulnerability, including identifying a suitable Dell replacement if 

appropriate.  In the meantime, customers can largely contain this vulnerability by activating the 
Operating System’s lock screen when not using the system. Dell would like to thank  ‘Bastille 

Research’ and those in the security community whose efforts help us protect customers through 
coordinated vulnerability disclosure.”

February 23rd, 2016.

For more information, please visit: https://www.mousejack.com/

https://www.bastille.net/affected-devices
http://www.dell.com/support/home/us/en/04/product-support/product/dell-km632-dsktp-wir-kybrd/research
http://accessories.dell.com/sna/productdetail.aspx?c=ca&cs=cadhs1&l=en&sku=332-1396
https://www.dell.com/learn/us/en/04/shared-content~solutions~oem~en/documents~international-contact-numbers-for-dell-technical-support.pdf
https://www.bastille.io/
https://www.mousejack.com/

